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Review each authority
document.

Determine the IT control
requirements specific to that
document.

Determine if those controls are
in-scope for their organization
and the information they
manage.

Implement the appropriate in-
scope controls.

Conduct a series of audits to
ensure the organization’s
compliance level.

we have to do?

Frameworks provide assistance
for this process by creating a
set of controls that can
(hopefully) encompass or at
least accommodate the various
regulatory statutes that crop up.
In so doing, the statute can then
be compared to the framework
and where the two match, the
organization following the
framework can attest that they
have put into place controls that
meet those found in the statute.



_n

A framework is an extensible structure for describing a set of
concepts, methods, and technologies as an integrated set of

policies and procedures designed to assist management to
achieve its goals and objectives.




AICPA/CICA Trust Services,
Principles, and Criteria

Carnegie Mellon University
Software Engineering Institute
(CMU/SEI) OCTAVE

CICA CoCo — Criteria of Control
Framework

CICA IT Control Guidelines

CMMI — Capability Maturity Model
Integration

CobiT — Control Objectives for
Information and related
Technology

COSO - Internal Control Integrated
Framework

GAISP — Generally Accepted
Information Security Principles

ISF Standard of Good Practice for
Information Security

ISO 17799:2005
ISO 9000

orks usable by IT

ITIL —the IT Infrastructure
Library

Malcolm Baldridge National Quality
Program

Organization for Economic
Cooperation and Development
(OECD) Principles of Corporate
Governance

OPMMM - Organizational Project
Management Maturity Model

Six Sigma

Organization for Economic
Cooperation and Development
(OECD) Guidelines on the
Protection of Privacy and
Transborder Flows of Personal
Data

Recommended Security Controls
for Federal Information Systems,
NIST SP 800-53

The FFIEC Information
Technology Examination
Handbook series
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What is the UCF?
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What is the UCF?

ID
— Policy
statement
Control title
— Authority
‘Control document
guidance guidance
Control
hierarchy --

Date Added




What is the UCF?

D
Policy
statement

Audit question
Authority
document
guidance

Audit guidance
Metric guidance
Taxonomy

Date Added
Date Modified
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ﬁ When applied, the clutter is gone
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ﬁ Scoping the controls for  your framework

Implementation of a framework
IS a seven step process.

Building the framework is the
first step.

authority documents you must
follow

Determine the total list of
@ /

@
@ ( L (7)
1 Define and
Monitor controls .categoru_ze
information
systems
\J \
Change @
Management
Assess controls Select controls
and validate & refine control
systems architecture
@ ©
implement | Document
controls - controls
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ﬁ The scoping process
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