Innovative model in end-to-end IT
security & GRC

[Integration and automation of IT-GRC with Security: Why is there a need and why is it
the next big thing? Why should customers buy? ROI of integrating Security and IT-GRC

GRC concerns for a Cx0

The press today — online or on paper have plenty of stories of security infringements. Surveys and research

studies keep reinforcing the lack of security or in other words,
lack of effective means to counter the security threats; Cyber
threats and cyber security today is hot topics. The 15 most

Incidents of security breach

m No incidents m One incident

® Morethan 5 incidents

m Two-Five incidents

common security attacks compiled by Meltzer Law Office (Dec
2009) are listed in the box below.

In a 2009 PCI DSS compliance Survey by Imperva & Ponemon
Institute LLC, 79% of organisations had at least one data
breach. Only 21% reported that they had none. Of those
respondents who reported one or more data breaches, 64%

had to publicly disclose the data breach.

A recently released white paper, "Insider Risk Management: A
Framework Approach to Internal Security,

"

15 most common security attacks:
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Key-logging and spyware

Backdoor or command/control

SQL injection

System access / privilege abuse
Unauthorized access via default credentials
Violation of acceptable use & other policies
Unauthorized access via weak or
misconfigured access control lists (ACLs)
Packet sniffer

Unauthorized access via stolen credentials
Pretexting or social engineering

. Authentication bypass
12.
13.
14.
. Phishing

Physical theft of asset
Brute-force attack
RAM scraper

sponsored by RSA, addresses insider risk - the potential threat

that an organization is exposed to by internal users who
have access to critical systems and confidential
information. The new research uncovers a misalignment
of CXO security concerns with the greater number of
internal breaches and the threat posed to a business'
bottom line by accidental security breaches,
inappropriate access, and misuse of information by its
employee base.’

This survey found that accidental security incidents
were predominant (52 percent) with 19% believing that
the threats were deliberate. The remaining 26 percent
believed they were an equal combination while 3
percent were unsure. “However, when asked to rank
their top threats almost 82 percent of CXOs were unsure
if incidents from contractors and temporary staff were
accidental or deliberate.”
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In the annual survey by Ernst & Young of some 1,900 senior
executives in over 60 countries, Data protection and information With over 60% of confidential

security risk management were top priorities for companies data residing at endpoints

over 70% of security breaches
¢ both malicious and
accidental, occur within the
enterprise

around the world as the use of technology like computers
becomes increasingly prevalent. Half of the firms polled will be
spending more in information security risk management over the
next year, while four in 10 companies plan to invest more in data
protection. Nearly eight in 10 of the respondents in the financial
services and insurance sectors said they are inclined to beef up
data protectionl.

With over 60% of confidential data residing at endpoints, over 70% of security breaches — both malicious and
accidental, occur within the enterprise.

All such facts leave the CxOs, the custodian for IT security, searching for solutions that would help him and
the enterprise. In the Net search, one acronym that pops out is GRC. GRC - the three letter acronym for
Governance, Risk Management, and Compliance, most touted word in the recent past, perhaps has many
CxOs wondering what in reality it covers — a single solution or a plethora of solutions, or simply another
management concept!

Will the GRC solution cover IT governance, address various risks in information Technology usage, and ensure
legal compliance? Or does GRC address the entire spectrum of information security, end-to-end?

It is also interesting to note that the best technology based security management becomes blurred without
GRC process framework, and loses effectiveness of measurement, the same reason why PCl’s initiative on IT-
GRC is bringing better visibility in the end to end process.

An effective and a complete GRC solution must provide for end-to-end security coverage that would
significantly reduce security risks and such a solution must be affordable that are possible today through
innovative business models built around the ‘cloud’ infrastructure and ‘SaaS’ technology.

Info Security - from Adam to Atom

From a stage when organizations were blissfully ignorant of the impact of information security infringements,
more focussed on finding automated business solutions through information technology, today the
awareness is growing and organizations are investing on security solutions. With a number of solutions,
frameworks, products, platforms that are available in the market, the security products have evolved over a
period of time — typically as any software solution that have emerged in the enterprise segment — pieces of
solutions that addresses or focuses on some specific elements of the identified problem. Every time a new
problem was encountered a new solution was developed.

New ways of managing new crimes - Call for innovative solutions

With such uncertainty prevailing, any GRC solution should holistically covering all aspects of threats — internal
or external, accidental or deliberate, intentional or unintentional through an effective system of IT
governance, well evolved IT Risk mitigation system, and the flexibility to plug in the requirements of any
regulation, present or in the future to seamlessly address all compliance requirements. This calls for not only

! http://privacyregulation.com/?p=1177
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compliance solutions, where there is plenty, but also monitor on a 24 X 7 all activities of the users — insiders
and outsiders by capturing all the packets and analyse them for events, patterns, incidents, to make a quick
and meaningful analysis of the impending threat. Even where security violations have happened, the solution
should quickly plug the leakage before it turns out into a debilitating impact.

In order to get a comprehensive picture, we need to go back into some fundamentals. What does IT
Governance call for and fundamentally what is it?

Good Governance (whatever and wherever something has to be governed) calls four simple steps:

1. Establish objectives and process for attaining those objectives, and reaching a new state, integrating
the fact that this is an iterative process (Plan);

2. Implement the new process (Do); Do something as Q 7 Q
part of the action plan in moving towards the end =
results; processes and good practices or mandatory

compliance requirements and risk mitigation N
3. Measure new state against expected results
(outcomes) to ascertain variance (Check); Learning @
= PCK

occurs continuously which can result in redefining the
desired state, state, identify the gaps, improve the
planning and implementation steps

4. Audit to measure the resultant state (was it as
expected? — Short of it? — Nowhere near it?)
Determine cause of variance, determine changes for improvement, and repeat the sequence (Act).

Readers would be familiar with the above PDCA model [Dr. W. Edward Deming

Let us look at the information security from a simple 6-A principle: The Six A’s are Awareness — Availability —
Assessment — Acceptance — Action - Audit. Awareness gets us to recognizing the truth that security threats
are a reality and just therefore cannot ignore it. This awareness makes one to look at the ‘availability’ of data
within the enterprise through logs, and other data packets captured. The next step is to examine the available
data which is the assessment phase which includes analysis of the data to pinpoint specific security breaches
or understand a broad pattern. The analysis followed by recognition of the threats and accepting the
vulnerability results in action. The appropriateness of the action has to be audited which highlights any
existing gaps that is still vulnerable and needs to be plugged. This is a continuous process driven by objectives
— Action — Outcomes — and Audit cycle explained earlier.

The top 10 tips for protecting sensitive data’ are listed in the side box. To achieve them you require a
complete set of solutions that will ensure end-to-end security.

Features that you need to look for in an end-to-end security solution
1. The solution should be configurable to the security policies of each enterprise / organization

2. Compliance framework should address the compliance requirements of ISO, COBIT, BASEL II, FISMA,
PCI, SOX, HIPAA, GLBA, RBI, IRDA, NSE, BSE, MCDEX, and any country specific frameworks that
require to be complied with.

22 http://www.searchsecurityasia.com/content/top-10-tips-protecting-sensitive-data-malicious-
insiders?page=0%2C0&src=popular
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It should facilitate online questionnaires to quickly assess
the gaps in compliance, asset management, audit and
compliance management, vulnerability checks, extensive
email

report generation facilities, integration,

management, workflow schema, user access control, etc

Secure end-point devices that should be easily accessible
for remote monitoring and centrally managing, provide
endpoint visibility such as the devices accessing a secure
network via WiFi, Bluetooth, USB, FireWire, PCMCIA, serial
and other ports

The security solutions for monitoring the network traffic
should cater to the following features

I Real-time network intelligence and advanced network
forensics

Top 10 tips for protecting
sensitive data:

1. Increase awareness
alert 2. Don’t trust native databases

3. Monitor everyone

4. Profile database and application
interaction

5. Track user sessions

6. Augment machine based analytics
with human intuition

7. Forensic investigation through logs

8. Firewalls, IDS & others in place

9. Build Security into applications,
not outside of it

10. Cross-analysis of information from

multiple sources

9 Full packet capture, use of live network sessions and a rules based analytical process

9 Not limited by constraints inherent in signatures, log files and statistics

Must be ‘obsolete-proof’ offering extensible infrastructure for rules-based and interactive

session analysis across the entire protocol stack — from the network to the application layer

9 Provide an effective process for problem detection, investigation and resolution, mitigating the

IT risks lowering the overall business impact

1 It should address business problems through detection of advanced threats, acceleration of

incident response, policy and compliance verification, insider threat identification through 360

view of insider threats, incident impact assessment, and application and content monitoring

The solution must be affordable with a high ROI — Cloud based suite of services brings down the cost

to enterprises including SMB

Capability to integrate multiple solutions to provide a complete picture to secure the enterprise

“truly”.

SecureGRC from eGestalt Technologies

It is a complete end-to-end solution of all enterprise
security, governance, risk management, audit and
SecureGRC™

customers have been looking for - an integrated

compliance needs. delivers what
solution for security and IT-GRC through an integrated
dashboard. SecureGRC includes all security and IT-GRC
functions required to be compliant with ready to use
compliance frameworks, leading edge context-based
inference engines, most advanced alert processing and
an easy-to-use logging and monitoring solution. It has
built-in ~ framework

support  for  Compliance

Complete IT—GRC
Ready to use
Process Framewark
for Regulatory
‘Compliance

Security
Monitoring &
AlertProcessing

LongTerm Logs
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with on demand B
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requirements of many countries which are ready to use.
The core features of SecureGRC are listed in the adjoining diagram;

As an authorized reseller of NetWitness products and services, NetWitness partnership with eGestalt will
enable an end-to-end integration of next generation network security monitoring with IT Governance, risk
and compliance. Combining the eGestalt suite of solutions with NetWitness NextGen, this breakthrough
solution will help commercial and government enterprises improve their cyber-security posture and
compliance management needs at a significantly lower TCO.

The partnership arrangements with Safend, which provides complete endpoint data protection, guarding
against corporate data loss and theft through its content discovery and inspection, encryption and
comprehensive device and port control, enables what the customers have been looking for, an integrated
solution for security and IT GRC through an integrated dashboard.

... NetWitness Zeus report

NetWitness, the world leader in advanced persistent threat detection and real-time network forensics, in its
analysts have discovered a dangerous new Zeus botnet affecting 75,000 systems in 2,500 organizations
around the world. The newly-discovered infestation, dubbed the "Kneber botnet" after the username linking
the infected systems worldwide, gathers login credentials to online financial systems, social networking sites
and email systems from infested computers and reports the information to miscreants who can use it to
break into accounts, steal corporate and government information, and replicate personal, online and financial
identities.

NetWitness first discovered the Kneber botnet in January during a routine deployment of the NetWitness
advanced monitoring solutions. Deeper investigation revealed an extensive compromise of commercial and
government systems that included 68,000 corporate login credentials, access to email systems, online
banking sites, Facebook, Yahoo, Hotmail and other social networking credentials, 2,000 SSL certificate files,
and dossier-level data sets on individuals including complete dumps of entire identities from victim machines.

... Safend case study

The Philadelphia Stock Exchange in the United States, the oldest Securities exchange had nothing antique
about its approach to information security. The exchange developed a strategy to “find the problems before
they find you.” The Director of Information Services, ran the free tool from Safend to identify potential
security Leaks. The vulnerabilities exposed after running the USB Auditor are, at best, unsettling to most
companies’ security personnel. Running a tight environment, the Director confirmed that the “Auditor is a
very interesting tool”. With 400 machines to secure and a small staff, the Director knew he would either have
to find a creative solution to the threat of data tampering and theft via physical ports or start rebuilding PCs.
Safend provided the answer with their newest product, Safend Protector.

For further details in strengthening your IT security fortress, contact info@eGestalt.com.
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